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Innovative Optical Security Solutions




HEE
A WORLD CLASS LEADER FOR BRAND

PROTECTION

Highly Secure Solutions For Authentication, Protection &
Traceability

A

A

Working with Governments and Brand Owners for over 20 years
Worldwide implementation of Brand Protection programs
Innovative technologies, products & services

Adapted to developed and developing countries

Adapted to | arge Corporations an:
Avallable for various packaging shapes & materials: box, bottle, card,
plastic, glass, paper,h é

Tested on application machines from major manufacturers
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BRAND PROTECTION SOLUTION

Understanding The Needs

A Product Authentication

» Device that authenticates the product
along the supply chain to the final user

Product Protection

» Device that seals the box to guarantee
genuine product

>

A Product Identification

» Device and system that allow
identification and traceability of each
product along the supply chain
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BRAND PROTECTION SOLUTION

Understanding The Needs

A

Need for security labels to identify the authorized producers
and distributors of products and more globally to fight
against fraud

Traditional hol ograms such a
more commonly used hence easier to counterfeit

» Next generation technologies must ensure higher security for the coming
years

Easy first level authentication ; Sophisticated 2" and 3"
levels

Robust coding / numbering technology
Certified High Security holographic label manufacturer
Best Security / Cost ratio
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BRAND PROTECTION SOLUTION

Devices & Systems

Label
»  High secure DOVID

Easy public authentication (overt)

Inspector and Expert securities (covert & forensic)

Tamper-evidence feature

>
> > > >

>

A Track & Trace system

» Label individual numbering or coding

» Registration of each unique number in the database
» Recording of events along the supply chain

A  Website
» Consumer level: Online control of the number and visual
effects
»  Distributor level, brand owner level: individual or batch
control, order management of the labels
A Logistics

» Secure delivery of the labels
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LABEL

Unique Optical Technologies

A Non pixel based

» Available only from high security hologram
manufacturers

A Easy first level visual control (Overt)
» Animated 3D rainbow
» Achromatic Positive / Negative switch
» DID®: Color permutation
A Inexpensive second level control (Covert)
» Polarization effect controlled with polarizer
» Filter when rotating 90°
Efficient third level control (Forensic)
» Nanoforensic elements
» Copy detection pattern
» lTaggants

>
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VISUAL SECURITY DESIGN

DIAGRAM® Traditional Holographic
Look

A Background

» Hologram. Industries masters the best high
definition rainbow animated holograms

A General aspect
» Silver label
» Rainbow, animated and 3D image
» Recommended size: 10 x 18 mm

A Technology
» Digital holography and Interferential Micro
Lithography
»+ The general aspect is a silver, bright, high
definition animated hologram
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VISUAL SECURITY DESIGN

DIAGRAM® Traditional
Holographic Look

e\

A Multi-layered security levels

» 1St |evel:

» 3D image & animation
» Black & white with diffractive elements
» Metallized elements
»High brightness, high definition
Lens effect

A 2nOI level:

» Numbering
» Very small stereoscopic image (few mm)
»  Micro text (125um letter size)

» 31 |evel:

»  Nanograph®
A Nano text (20pum)
A Nano image (4pum)
» Wilful fault

» Copy detection pattern
. Taggants HOLOGRAM B INDUSTRIES
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VISUAL SECURITY DESIGN

DIAGRAM® Traditional Holographic Look

A Advantages

A

A

A

A

Difficult to exact counterfeit
Aesthetic bright colorful effect
Easy Public recognition: holographic look, no tool needed

Easy authentication by Inspectors : simple hand held
tools

Can be used on any types of packaging / products
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VISUAL SECURITY DESIGN

POLAMARK® Non Holographic
Look

A Background
» Hologram. Industries has developed a
non rainbow high counterfeit resistant P
DOVID technology il T3 AT
A General aspect I e HDUSAND
» Silver label =y
» Achromatic, non rainbow animated
image
» Recommended size: 8 x 16 mm
A Technology \
» Interferential Micro Lithography A \’._\\\ NS
» Achromatic gratings (hon rainbow) e
» Polarization sensitive gratings

WHITE LIGHT WHITE LIGHT
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VISUAL SECURITY DESIGN
POLAMARK® Non Holographic Look

A Multi-Layered Security levels

» 1stlevel:
White diffractive elements
Embossing effect
Metallized elements
Positive / Negative achromatic effect
» 2 ]evel:
Numbering
Micro-text (125um letter size)
Specific Polarization
» 3rd level:
Nanograph®
A Nano text (20pm)
A Nano image (4um)
Wilful fault
Copy detection pattern
Taggants

HOLOGRAM M

I'NDUSTRIES
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VISUAL SECURITY DESIGN

POLAMARK® Non Holographic Look
A Advantages

» Non holographic look
» Cannot be imitated by traditional holographic technologies
» Combined technologies selected for their resistance to counterfeiting

» Very easy public recognition: not many features to
check

» Easy authentication by Inspectors : simple hand held tools

» Easy security updates by adding new features to
existing label

» Almost no training needed
» Can be used on any types of packaging / products

» Very good security / cost ratio
HOLOGRAM M INDUSTRIES
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VISUAL SECURITY DESIGN

DIDMARK® The New Generation
of DOVID

A Background

» Hologram. Industries is the inventor
of the DID®: the most advanced
counterfeit resistant and simple to
control DOVID

A General aspect

» Unique visual aspect : non silver /
non rainbow colors
| i | h i~ At WHITE RED
» Extremely easy visual authentication '~ —

» Recommended size: 8 x 16 mm

A Technology
» DID® HOoOLOGRAM M INDUSTRIES
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VISUAL SECURITY DESIGN

DIDMARK® The New
Generation of DOVID

A Multi-Layered Security levels

»  1stlevel:

» Two colors T red / green - permutation when
rotating 90°

s Transparent [/ fiblacko effe

2nd |level:
Numbering
Micro-text (125um letter size)
Intrinsic Polarization

»  3]evel:

Nanograph®
A Nano text (20pm)
A Nano image (4um)
» Wilful fault
» Copy detection pattern
» Taggants

90°
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VISUAL SECURITY DESIGN

DIDMARK® The New Generation of DOVID

A Advantages
» No report of counterfeiting so far : a unique feature

» Extremely easy public recognition : 90° red / green color
permutation

» Easy but robust 2"d level authentication by Inspectors:
simple hand held tools

» Operate under all light conditions

» Long life investment : very latest technology

» Almost no training needed

» Can be used on any types of packaging / products

HOoOLOGRAM B INDUSTRIES
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LABEL

Security Benchmark

A DIAGRAM® DIDMARK®

» Traditional holographic technology
» 2D and 3D animated

POLAMARK®
» Non rainbow aspect POLAMARK®
» Achromatic animated effects on silver label
» Polarization effect

>

A DIDMARK®

Color permutation when rotating at 90°
Intrinsic polarization effect DIAGRAM®
Non metallic aspect

No counterfeit attempt reported till today

>

>

>

>
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TRACK & TRACE SYSTEM

The Tamper Proof Numbering and Coding Technology
MAC (Microstructure Ablation Coding)

A Embedded number or code at
the level of the holographic layer
A Inkjet printing

A Advantages

A

A

A

Adapted to large production volumes
Impossible to erase

Attempt to modify the code will
damage the label

Suitable for harsh climatic conditions
High durability of the numbering

Removing attempt of the label
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TRACK & TRACE SYSTEM

MAC, The Tamper Proof Numbering and Coding
Technology

A Numbering format: ABC123456

A Numbering capacity illimited

A MAC technology makes the number
Impossible to erase, or forge

A Allocation of serial numbers by
Brand Owners / Business Units

A Registration of number or code in
the data base

HOoOLOGRAM M INDUSTRIES
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TRACK & TRACE SYSTEM

Usage of The Embedded

Code
;
00
A Machine readable Matrix code i Visual clear code
A Machine readability with A Online control via secured
dedicated readers Website or calling Hotline or

sending SMS
HOLOGRAMMB INDUSTRIES
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TRACK & TRACE SYSTEM

Digitally Signed Data Matrix

A Additional Security : the 2D barcode oie)
» 8 digits random code : over 2500 billion " N\
possibilitiese
»+ Hologram manufacturer internal batch
number. RO TG 801
» Digital signature (32 bytes) generated I INTERNAL TRACKNG NUMBER. ™_ ;
via a MD5 hashing algorithm R

A Advantages :
» Uniqueness of the code

» Offline control of the genuineness of the
code (signature)

HOoOLOGRAM M INDUSTRIES
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TRACK & TRACE

Data Base Management

A Comprehensive database

management
» Implementation of the
database for Plant 2
the track & trace system |
. . . g
»+ Online monitoring of the ;: labets
codeos ! X A Delwvery of ACS
registration e
» Permanent online audit trail
available Y%~ Delvery of ACS
. Lanes
A Technical consultancy for ,
industrial implementation | 4]
A Online control and audit o , ::'msyms
: i Delvary reports
available for all authorized Schachses
personnel e AP

Licensee offices
HOoOLOGRAM M INDUSTRIES
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TRACK & TRACE

Data Base Management, ...

DATABASE SYSTEM
Hologram. Industries

ACKNOWLEDGE BRAND OWNER
OF ORDER Overseas

A ‘@
FEO.?SDEEYSME‘E.T S
| .. ﬁ S el
®

LOGISTIC COMPANY

Overseas
Activation of the
serialised labels e
-
L
ORDERS and
FEES PAYMENT

@ 0 ime BRANDOMER

LOGISTIC COMPANY Home country

Home country

» .k LK ]

PLANTS Home country
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WEBSITE

Services & Tools For Public
www.checkcloser.com

A User access to Internet website
for label authentication

» Website communication on
holographic numbered label
» Public information / education
» Public control of the visual effects
» Public control of the clear number
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WEBSITE

Services & Tools For
Controllers

www.checkcloser.com

A Online control

» Query of the database on single label or
label batches

» Comprehensive track record of the
individual product

A Training session program
» Description of the Anti Counterfeiting
device
» Points that need to be controlled
» Tricks for detecting counterfeit products
» Usage of all controlling tools
» Holoview®

HOoOLOGRAM M INDUSTRIES
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OTHER AUTHENTICATION & COMMUNICATION

TOOLS FOR CONSUMERS
Control Tool Box

A Control tools for retail shops

A Call center

» Call 09 670 1234! For product number
validation

A SMS

A Other communication tools
Newspaper reports,

TV spot,

School programs,

Display in pharmacies,

Information dedicated to hospital and
health professional,

» Road show,

» Et c é

> > > > >
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LOGISTICS

A Processing of label orders from
manufacturers

A Reception of labels , customs
clearance

A Quality check, secure warehousing,
registration in the database

A Organizing a secure transportation to
manufacturers and distribution centers

HOLOGRAM M INDUSTRIES
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PROJECT IMPLEMENTATION SCHEDULE

Law and applicable texts on anti-counterfeiting regulation if
needed

Conception of the ACS Labels
Implementation of database system and equipment

A Procurement and calibration of label application equipment at

manufacturers or wholesalers premises
» Hologram. Industries can recommend equipment supplier and references
» Hologram industries will supply clear calibration rolls for process calibration

Acceptance of the system on a pilot production

Information, communication and education campaign for
Public and Professionals awareness

p>

p>

p>

>

>
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R OJECT IMPLEMENTATION
SCHEDULE
A Dally Operational Management

» Update of the database with registered companies
data

» Processing of label orders

» Recelpt of purchase orders from brand owners
. Emission of purchase orders to label manufacturer

» Labels importation

. Allocation of label numbers to companies and update of the
database

. Delivery (Secure transport to brand owners and / or
distribution centers

» Reception of payment
» Stock management of labels

A Control and enforcement
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EXECUTIVE SUMMARY

A Security DOVIDs help Government and Industry in their

fight against counterfeiting, with combined effective features
for:

» Authentication

» Secured traceability
» Tamper-evidence
» Legal proof

A Track and trace system is a tool to audit the supply chain
and guarantee the genuineness of each single product

Anti Counterfeiting system is a circle of trust between the

Brand owners, manufacturers, distributors and
consumers
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A LARGE EXPERIENCE IN

PHARMACEUTICAL

A Hologram. Industries partners
with brand owners:

Eli Lilly

Astra Zeneca

Janssen Cilag

Minapharm

Calliope

Mediann

Unilever

> » » » » » >

A Hologram. Industries partners
with Government

A Meditag® Since 3 years, the
Meditag®

protects successfully all

pharmaceutical products in
Malaysia
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MEDITAG® : A SUCCESS STORY IN

MALAYSIA

A Hologram. Industries is the hologram
labels provider of the Meditag®

» Meditag® authenticates, tracks and traces
successfully all pharmaceutical products
In Malaysia, for the last 3 years.

and parallel irmportation, uriregisierad
products and adulteration.
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